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1. MQTT & [
1. 2K&
2. MQTT Broker® &g

2. MQTT Broker Mosquitto] & (&
3. MosquittoDt vy b7y 7

4. EEMQTT

RaspberryPi#f

AR R iw
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o TEAEET

DY ket d

7h

AEHDEH
http://cloud.aitc.]p/20190511 RaspberryPi3/

§3

a

DEXM (ERZHFFREH)

http://cloud.aitc.jp/20190413 RaspberryPi2/

g2

a

DEN (LY —DHYHKLY)

http://cloud.aitc.]p/20190309 RaspberryPi/

.
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U
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ITC MQTT & (&

MQ Telemetry Transport(Message Queuing Telemetry Transport., B&Fh
MQTT)IX. Ay tE— HRRIEFILDITDT IV r—iavE@THERINS.
TCP/IPIZ&APub/Sub® F—AEBEETILOEEHAvE—Fa—TJ Okl
THhdo

ENGTNARORYNT =N REGHFATEEELOT L ERICAYE—D &
EEXMBEEICEHRITSNTLSE MR,

Pub/Sub®E Ayt—o0 5 . N3—22E, Ayt—2 7 0—h—DETH S,
JO—h—I(%, Ay tE—CDTopiclZEDNT, FNERELLTWNS IS4 TN
Ayt—UEEZLTLS,

ToTA— REUITH—R-D95—0 (FKEER) E—FAV D) )a—2a0 DT —
Lo =w/R—(F19994F (2, TOraIL DRI D/N—DavEFHELTINVS,

wikipediad Y

IMAICE D & - -
OTHERD KL DITEARYVEETEIAHATES
T—AEERAO A MOl ey,
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MQTTD £ IR (&

(Subscribe) 9%

[ F NI R B ]

T—RZEE
(Subscriber)

\/
1.Subscribe

MQTTH—/\
»| (MQTT Broker)

ZIEZFEIC
Ayt—T% %
{£Z (Publish)
¥5

2.Publish
(AyvtE—)
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4TC  MQTT BrokerD & 5E

 MQTT Brokerl3#k KRGV I b7, Y—
= X Tl éer’CL\iT

A e = N T

1 ‘/7I~r7:|:7 Mosquitto Eclipse Foundation

2 ActiveMQ (IB4& : Apollo) Apache Foundation

3 RabbitMQ Pivotal

4 Mosca github T2 B

5 EMQ X Broker github T2 B

6 VerneMQ github T B

7 bY—EX AWS loT Amazon Web Services
8 Cloud IoT Core Google

Cloud Pub/Sub
9 Azure 1oT Hub Microsoft
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H Mosquitto & [

U
gl T Sﬁﬁ*g\gj/j

. MosqwttoliI\/IQTTd) )7 LU RAEE ’CT
MQTTD ELHRZMEL TLVET,

https://mosquitto.org/

() Eclipse Mosquitto X +

< C @ https//mosquitto.org ® B

(%) mosavitto ECLIPSE —

Eclipse Mosquitto™
An open source MQTT broker

Eclipse Mosquitto is an open source (EPL/EDL licensed) message broker that implements the MQTT
protocol versions 5.0, 3.1.1 and 3.1. Mosquitto is lightweight and is suitable for use on all devices from
low power single board computers to full servers.
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,.C MosquittoZxtw 7w 7

e Raspberry Pil[ZsshAJ A4 V&, apta<T 2k
TA VA L=ILLET,

c ZEOAX U FDN—D 3 VR, Y—EXN

[activelRRE] THMNILINTT ,

# MosquittodD 1 > A k— )L
sudo apt install mosquitto mosquitto-clients

# ’r.\/xl‘_)l/ﬁﬁnm\(/ \_/3./?&6&:11]\)
mosquitto --help

mosquitto_sub --help
mosquitto_pub —help

# mosquitto - —E RD A T—ARFEE
systemctl mosquitto status
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A4TC Mosqwtto@:l? ~
N oy me

1 mosquitto MQTT Brokertr—E X,

2 mosquitto_sub  Subscribea< >k,

FEEDLEYOZEHRL., Ay
t— 7RI 5,

3 mosquitto pub  Publisha<> kK,
EEDREYDIZ, AvtE—D
X189 5,
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ITQ%E%IVIQTT (RaspberryPiff )

@

°Raspberry PilZssh?—=XFJL2DTOTA4 Y

L. FHFn ZPublisher. Subscriber& LT
AvE—UNERIEFTLET,

{85 Raspberry Pi

mosquitto
(Linux7—%&>)

1.Subscribe 2.Publish

”
7
P v
mosquitto_sub o~ 3. AvE— mosquitto_pub
(sshZ—=F L) (sshZ—=FJL)
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ITCEEMQTT (RaspberryPifi)

j—/
;gﬁ:/
gosh | TR

» mosquitto_subT k E w9 MDEZ1R 2 BAE.
Z D% mosquitto pubTHA Yy t—T % ¥1_
9 5 & . mosquitto subfll[TRRENFET,

$ mosquitto_sub -d -t topic/aitc -h 127.0.0.1 {5 {8l
Client mosqsub/13382-raspberry sending CONNECT

Client mosqsub/13382-raspberry received CONNACK

Client mosqgsub/13382-raspberry sending SUBSCRIBE (Mid: 1, Topic: topic/aitc, QoS: 0)
Client mosqsub/13382-raspberry received SUBACK

Subscribed (mid: 1): 0

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "hello mosquitto™
Client mosgpub/13385-raspberry sending CONNECT

Client mosgpub/13385-raspberry received CONNACK

Client mosgpub/13385-raspberry sending PUBLISH (dO, qO, rO, m1, ‘topic/aitc’, ... (15
bytes))

Client mosgpub/13385-raspberry sending DISCONNECT
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fHE . FEYS

y )‘ VE—UFPYRYTHITHI-o2T, T

VRIRAVNELEBEDONMEY S TT,

EFEDFEY O HEROAI LT, BRI 5
CEILAYE—VDEZENTEES,

1.Subscribe

7

(ssh2—=F+JL)

7’

L

mosquitto
(Linux7—%&>)

% ey |

2.Publish

v s
mosquitto_sub |~ 3. AvE—T
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gT_Q EEMQTT (R YRR

—hF DODMOJ [77 7 ') TSubscribe
apberry PIDMNSZEELF-AvE—

1El E: o

er““ﬁ:
x

{®%" Raspberry Pi

mosquitto
(Linux7—€Y)

1.Subscribe @
- T

MQTT7 ) -

- e 2.Publish

mosquitto_pub
(sshZ—=FJL)
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C =EBEMQTT (RT )

s TEARETTT ®

. X?:‘I‘x? J)ZF-S>TMQITD A v tE—
EZENARETY, TREDT7T TV ZTA
I\_)l/ L/—C < Tié[&\o

Android® A

MQTT Client

MQTTool (=

R9YV=>23yb  iphone iPad

o [l

Subscribe

MQTTool MQTTool

Clear

MQTTool

CLIENT

LEZSC - TTURBABD

[ ELvsoy z koEm

Brent Petit MQTT Chent
*xkkk 5.0. 14 OFHE O Webneurons V=L *hkokk 125 8
MOTT -

AVAR=L
misflia@e o
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* MQTToolZ#2E) L. Mosquitto~D TR TE .
SubscribeMERTEZX L E£ 9,

B TE

Subscribei& E

Btz

RETD
S¢HostlE MQTTOOI

SNERH S SO 192.168.128.202 @
* -
*ﬁ '%E T % Port: [EESiSKM Clean Session: .

BIP
@ e MQTTool-528452877

Leave blank for unauthenticated access

username: ([
pessworc:
Connect Save Password D

e~
E& & ’fﬁ Status: Disconnected Disconnect_Requested
2y

@ | 0 2 i) () N ah NI )

Connect Subscribe Publish Stats About Connect Subscribe Publish Stats About

B9 5
MQTTool _essvrees

Subscribe Clear

Status: Unsubscribed
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TC  =EMQTT (i0S&R)

w37

I
I
ﬁﬁﬁiiﬁi

* Raspberry PiLHV 15 A v t— ZFPublishd %
EMQTTool[TA wE—UAJRIRINET,

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "hello mosquitto" Raspberry Pi

MQTTool

Unsubscribe Clear

Status: Subscribed to: topic/aitc \
My Raspberry PimioiE{ELT=
Ayt—UHMQTTool(Z
E N (W

J
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W i EREE”

ATC EEMQTT (Androidf®)

« MQTT Client % i

=X TE . SubscribeMHTE % L 2

18:58 19 A

Brokers

Long press to edit.

BmARay
2y T

18:59 1w &

< Add Broker

Enabled

Nick Name
Matt test

Enable SSL
Use SSL for connection

Use Websockets
Use Websockets for connection

Use MQTT v3.1
Enable/Disable this option if you are facing
frequent reconnects

Host

192.168.128.202 ?&%ﬁﬁ%
- BET S

1883

Username

Password
Enter your Password

VAL

19:02 1w & O W4 u61%

& Matttest-Edit Bl X @&

Client ID

android-mgtt

By

Clean Session

CA crt file path

Client ID
ERE

Client Certificat

Client Key file

Client .p12 file

Choose a client p12 file having client.crt and client.key. If
this is chosen, the client key and client crt chosen abave
will be ignored

Client Key Password
Client Key/p12 Password

Last-will topic

Last-will Message

Last-will QOS

0
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Subscribesg E

T i W4 u60%

Matt test - received messages

Connected to t 16¢

B GooglePle,
STCRNRE

Google Play %

No Message Received E’_— *E'd" é
I

hEYOZERE

Qos 0 il

SUBSCRIBE




HC =EEMQTT (Android#)

* Raspberry PiLHV 15 A v t— ZFPublishd %

EMQTT ClientlTA W E—MRIR IS

Ej—o

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "hello mosquitto" Raspberry Pi

19:03 M 1 A ® O .4 =60%

€<  Matt test - received messages

Connected to tcp://192.168.128.202:1883

6)
Gooale Pla \~/
Google Pla,

[ZFRIRINT-

Raspberry Pibhr5iE{ELT-
Ayt—IUHMQTT Client

topic/aitc| QoS 0 v

SUBSCRIBE
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TC EEMQTT (oY —&)

Y —OhORELEET

ELTERIELS

Fx9 o

— 3 HE A yt—

\\‘

s IBH[TAYE—IRER, LEDDRKTH

KTZhlE LET

{81 Raspberry Pi

mosquitto
(Linux7T—E>)

3.Publish

1.Subscribe

P
Ve
o 4 Ayt—

mosquitto_sub
(ssh#2—=F /L)

oy

ATk

2.y

5.LED ON./OFF

S
Subscriber
ATk
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TCEEMQTT CBEEE VY —)

o TEAET P
° }Jm‘x'lz >t — (DHT11) M oimi 1x§ﬂy‘/f?f

L/c: o

---------------------------------------------------------------
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
---------------------------------------------------------------

---------------------------------------------------------------

--------------------------------------------------
------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooo
----------------------------------------------------

ooooooooooooooooooooooooooooooooooooooo
------------------------------------------

$%  XE2EMEREH
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BEwY—)
-Dmnmﬂ/7w€WEL~m,Fm%ﬁ

I2AYE—VFXETAHAELDIICTBELET,
(dht11l example.py 2017 B {-+3)

If result.is_valid(): dhtll_example.py

print("Last valid input: " + str(datetime.datetime.now()))

print("Temperature: %d C" % result.temperature)
print("Humidity: %d %%" % result.humidity)
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ITCEBEMQTT CREtE VY —)

j—/
;gﬁ:/
P L

 dht11 example.py’&%ﬁ LE9I,
—1¥E(Z - BEOHENEEINET,

$ python dth1l_example.py E{EA

$ mosquitto_sub -d -t topic/aitc -h 127.0.0.1

Client mosqgsub/13382-raspberry sending CONNECT

Client mosqsub/13382-raspberry received CONNACK

Client mosqgsub/13382-raspberry sending SUBSCRIBE (Mid: 1, Topic: topic/aitc, QoS: 0)
Client mosqsub/13382-raspberry received SUBACK

Subscribed (mid: 1): 0
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TCEEMQTT (BEXR VY —)

i TERREET PY

cBEL Y —IOHSEIDEZTEL
[BELY (Low) | EFICLEDZ RAT L 2
. LEDOD,.“'JiT/ ,ﬁ'JtTﬁ%IJﬁIH MQTT % {&,

'rlili
;Iol.‘l-
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HTCEEMQTT (BEE VY —)

'%ft/ﬂ—#61€W%L~FEv7t
Publish L E 9,

# -*- coding:utf-8 -*-

import RPi.GPIO as GPIO
import time

import paho.mqtt.client as mqtt

;g'é:v/’/

GPI10O.setmode(GPIO.BCM)

GPIO.setup(24,GPIO.IN)

client = mqtt.Client()
client.connect('127.0.0.1', 1883, keepalive=60)

while True:
if GP10.input(24):
client.publish(‘topic/aitc’, 'high")
print("high™)
else:
client.publish(‘topic/aitc’, 'low')
print("low")

time.sleep(1)




e Subscribe[Z &

ATCEEMQTT (BEL VY —)

LU PEYIZEFRL, BE+®

UH—EIZIE CTLEDZELTLE T,

# -*- coding:utf-8 -*- led_sub.py
import RPi.GPIO as GPIO

import time
import paho.mqtt.client as mqtt

d

ef onConnect(client, userdata, flags,

respons_code):

d

if

client.subscribe('topic/aitc’)

ef onMessage(client, userdata, message):
if message.payload == "low".
GPIO.output(25,GPIO.HIGH)
else:
GPIO.output(25,GPIO.LOW)
time.sleep(1)

__hame__ =='_main__
GPI10O.setwarnings(False)
GPI10.setmode(GPIO.BCM)
GPI0O.setup(25,GPI0.0UT)
GPIO.output(25,GPIO.LOW) # PIND 'ty

client = mqtt.Client()

client.on_connect = onConnect
client.on_message = onMessage
client.connect('127.0.0.1', 1883, keepalive=60)
client.loop_forever()




mr
)
gl
e
2
-
;“r
)
\
‘T

/////
ﬁﬁmlT

. sshél—:d-)lﬂ&za .L\’C%Z’J ) J +% ’
ZITLTL ISy, BEL U Y—ZF TR
9 (BT 5H) ELEDAEKTLET,

$ python cds.py RA—3F)L1:cds.py=EST

$ python Ied_SUb.py A—=F)L2:led_sub.pyZE1T

B B
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11C EEMQTT (B RHR)

* WebA A JICADBRS =6 A vt—

ELET . ADOEHIZILFIE

] {3,

OpenCVDEER#H ZHEAL F T,

8% Raspberry Pi

mosquitto
(Linux7—€>)

1.Subscribe 5.Publish

mosquitto_sub / | EEERERSUTH
(ssh&—=FL) |/ 6.4y tE—2 (OpenCV)
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11C EEMQTT (EE )

o TEAEET

. OpenCV@f‘ AERE Y > JJ)L (facedetect.py)

;E:l - L. |:|:L.\|:|ﬁJZH#‘h ‘/t_:)%%ﬂ_‘?
%’oJ:')lJlkl LFET,

# fj,ﬁ nlb\nfﬂz-lj-/j )l/ézl t -
cd /home/pi/opencv-2.4.13/samples/python2
cp facedetect.py facedetect pubsub.py

# PythonOMQTTSA4 7 SUZE AV A—IL
sudo pip install paho-mqtt

Copyright © 2016 Advance d IT Consortium to Evaluate, Apply and Drive All Rights Reserved. 2 9



ﬂ/ 7MI:@F:E;?&n*iﬁrsfpubnshwifé*"
TAHLIICEBIELET,
(facedetect pubsub.py 5047 B {3T)

for x1, y1, X2, y2 in rects:
roi = gray[yl:y2, x1:x2]

VIS_roi = vis[yl:y2, x1:x2]
subrects = detect(roi.copy(), nested)
draw_rects(vis_rol, subrects, (255, 0, 0))

dt = clock() - t
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facedetect pubsub. py’&% Li'd’
—RBOEIZA Y E—IUMNEESINET,

# ERsba = 1T E R

cd ~/

sudo service apache?2 start
bash capture.sh &

export DISPLAY=:1

# BRI RAT
cd /home/pi/opencv-2.4.13/samples/python2
python facedetect pubsub.py




11C EEMQTT (BFEHR)

. RATOMN AN LI=-BFEZJuliusTEEHT L . ’
fﬁEO)E EMEENTLNBESIZA Y E—
DEIE 1—L,cs§'o

{®{ Raspberry Pi

mosquitto
(Linux7—€>)

1.Subscribe 5.Publish

mosquitto_sub / | EERRERSYTH
(ssh&—=FL) |/ 6.4 vE—> (OpenCV)
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e JuliusZEY 12— J)LE— FTET LR
[BEGE L] DNERT HA[EMENHY £,
« ZDHBE. BD R Y ') T b %Python3 T
EITLTHTL =LY,
X LIF&IE Tpython3] TEFTLET,

# EaA—)L)ANDEF
sudo apt update

#MQTTE a—/LMIEN
sudo apt install python3-pip
sudo pip3 install paho-mqtt
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TC EEMQTT (BERHEE)

-7
st T3 éﬁﬁ?ﬁ‘g:/j

° JU“USb\ bntb\nﬁk%i%’& T 9 & L/—C %T’
HIZ B2 —ILE—F] TEFTLET,
s ELa—J)LE—FTETIHE. FRER

XML TRFI A ENTEET,

<RECOGOUT> SRR HE R
<SHYPO RANK="1" SCORE="-6888.637695" GRAM="0">

<WHYPO WORD="siIB" CLASSID="39" PHONE="siIB" CM="1.000"/>
<WHYPO WORD="_L3&" CLASSID="0" PHONE="u w a g i" CM="1.000"/>
<WHYPO WORD="%" CLASSID="35" PHONE="0" CM="1.000"/>
<WHYPO WORD="H" CLASSID="2" PHONE="sh i r 0" CM="0.988"/>

<WHYPO WORD="[Z" CLASSID="37" PHONE="n i" CM="1.000"/>
<WHYPO WORD="LT" CLASSID="27" PHONE="sh i t e" CM="1.000"/>
<WHYPO WORD="T&L\" CLASSID="28" PHONE="k ud a s ai" CM="1.000"/>
<WHYPO WORD="sI|lE" CLASSID="40" PHONE="sIIE" CM="1.000"/>
</SHYPO>
</RECOGOUT>
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TC EEMQTT (BFERHR)

e £[E[I3DND T

NTELT

— Juliusd #c

T LZEEY.

— EF:'nu..\n!&&)( ‘Jt /L1_
—JuliusDIRT (7055 LELEFEONIE)

Julius M #2 &

(start_julius.sh)

PA=EAS NN
EEREL i
A Jt_/L1I=I
(Julius.py)
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TC EEMQTT (FHEREE)

M.Junus@iiﬂﬁli IND A —AR|Z [-module]
Tt AHAZETEVaA—ILE—FTEFL
F9,

#1/usr/bin/env bash

start_julius.sh

~/julius/julius-4.4.2.1/julius/julius -C ~/julius/julius-kit/dictation-kit-v4.4/am-gmm.jconf -

nostrip -gram ~/julius/dict/greeting -input mic -module > /dev/null 2>&1

X LRIFFIEIOMEFEEZFERAT uliusDIAT U FEED 21— ILE— FTEITLIESGE

=

DAYV FTY, tMDFEZEAT SH1HEIEL. -module] FIRITU FZEEEEL
TLfZaly,

#!/usr/bin/env bash stop_julius.sh

ps ax | grep julius | grep -v grep | awk {print $1}' | xargs Kill
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.-rg %EEMQTT (:IFEIL\HE&%E)

T zmiE”

e TZCAIZHIT] ZERALTAYE—DFE
ELET,

# -*- coding:utf-8 -*- julius.py®

import time

import re

import socket

import subprocess

import xml.etree.ElementTree as ET
import paho.mqtt.client as mqtt

def run_julius():
print(‘start Julius')
subprocess.Popen('/home/pi/julius/mqgtt/run_julius.sh’, shell=True)
time.sleep(5)
print(‘ready!)

def kill_julius():
print(‘finish Julius’)
subprocess.Popen(‘/home/pi/julius/mqtt/kill_julius.sh’, shell=True)




TC EEMQTT (&

T zmiE”

def publish_magtt(mgqttClient): julius.py@
mqttClient.publish(‘topic/aitc’, 'CAIZH L")

def extract _words(response,mqttClient):
EoER T S 4R HY
me_recogout = re.search(
I'sRECOGOUT>.+</RECOGOUT>",
response,
flags=re.DOTALL)

if xml_recogout is None:
return

# —BL-XF5ZEF
result = xml_recogout.group()

# [CAITBIFXINEFEN T zbpublishd 4
res = result.find("CAIZHIE")
if res >=0:

publish_mqtt(mqttClient)

return result




ATC EEMQTT (BFE

#®3IY

def julius_speech_to_text(mqttClient):

host ='127.0.0.1'

port = 10500

client = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
client.connect((host, port))

while True:

time.sleep(0.1)

response = client.recv(4096).decode('utf-8")
extract_words(response,mqttClient)

if _ _name_ ==' main__
mqttClient = mqtt.Client()
mqttClient.connect('127.0.0.1', 1883, keepalive=60)

run_julius()

try:
julius_speech_to_text(mqttClient)

except Keyboardinterrupt:
print(‘keyboard interrupt’)

finally:
Kill_julius()

julius.py®




ATC EEMQTT (BFERER)

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

e YERK L T=julius.pyZxE1TL [lready!] [ZHELY
TEELMIFTLCEELY,
e [ZAIZHEIX] &£EET & . SubscriberlZ A
ytE—UNEESNET,

$ python julius.py julius.py=7
start Julius
ready!

ready!MFT RSN T
MBEELATS
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ATCEEMQTT (Y—/ \EELR)

e 4 3 —2w M EMMQTT BrokerZ 1% L
—C)( “J'lz ~\\§X1_L/c~§_o
XTIy EWWET,

= RAR—kT+Y A3 —yb LD Raspberry Pi
( Subscribeft(E =N mosquitto

. MOTT B@ MQTT Broker 3.BRi% @
r _— —_—
1.Subscribe I
@ 1T 2.Publish

MQTT7 ) d- C mosquitto_pub
o - 1 3.Aw t_:) (SShg_Ed_)[/)

A\

\
— Publish#& &
[ Raspberry Pi LD
MQOTT Broker
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& 155 )

. I\/Ioqu|tto’C7 ) p’éﬂ—éklis 1)y
VDHEETHEIT7AILICEEBR LFET,

$ cd /etc/mosquitto/conf.d B ITT AN DIFRERER
$ sudo vim aitc-cloud3.conf e BRET 7 AIER

~ BRTERDINR ~

$ sudo systemctl restart mosquitto - - - BREI 7ML ERBR

connection aitc-cloud3.<& BN T IL T 7R yk>
address cloud3.aitc.jp:1883

try private false 1
aitc-cloud3.shigenobu.kondo




=

TCEEMQTT (—/\EER)

a7’ %

oo T ®
e Mosquitto T2 woZF9 HIZIE,. TUw
VDB ETHREI7AIVICEERLET,

$ mosquitto_pub -d -t topic/aitc -h cloud3.aitc.jp -m "mosquitto direct® @

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "mosquitto bridge*®

e MQI |7 /0 IJ @;ﬁﬁ —_— 1552 2 @ [0 A © 0 ®4 §76%

< topic/aitc - Received messages

Host : cloud3.aitc.jp
Port : 1833

mosquitto bridge

topic/aitc @
- Not Retained 2019-05-06 15:23:52.585
mosquitto_pub®iE{E LM E mosquitto direct
B52DMAvE—Ih, -
T e topic/aitc
[cloud3.aitc.jp | MO Z{ETE Not Retained 2019-05-06 15:23:34.048
TL\%,
\_
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