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MQ Telemetry Transport(Message Queuing Telemetry Transport., B&Fh
MQTTIEX., Ayt—UHERISFILOD 7 OT7 I ) r—iavETERINDS.
TCP/IPIZ&APub/Sub® F—ABEETILOEEEAYvtE—F2—T0RI)L
THb,

ENGTNARRORYNT =N REGHBFATEEELOT L ERICAYE—D &
EEXMNEEITHRIASN TV DEINEFE,

Pub/Sub®E Ayt— 05 . N3—U2IE, Ayt—2 70 0—h—DETH S,
JO—h—I(%, AvE—CDTopiclZEDNWT, FNEDEELTLNSISA4T UM
Ayt—UEEZLTLS,

ToTA— RV ITH—8- 05—V (EFER) EL—F R D) )2a—23> DT —
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(Subscribe) 9%

7F—9B{EE
(Subscriber)

ZIEB KA
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1.Subscribe

MQTTH—/\
(MQTT Broker)

Ayt—T% %
{Z (Publish)
ERG)

2.Publish
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4TC  MQTT BrokerDF&E5E

 MQTT Brokerl3#k KRGV I b7, Y—
= X Tl éer’CL\iT

Rt VIOMYTT 4—ERE (R

1 ‘/7I~r7:|:7 Mosquitto Eclipse Foundation

2 ActiveMQ (1844 : Apollo)  Apache Foundation

3 RabbitMQ Pivotal

4 Mosca github T2

5 EMQ X Broker github T2

6 VerneMQ github T2 B4

7 Y—EX AWS loT Amazon Web Services
8 Cloud IoT Core Google

Cloud Pub/Sub
9 Azure 1oT Hub Microsoft
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. MosqwttoliI\/IQTTd) )7 LU RAELE ’CT
MQTTD ELHRZMEL TLVET,

https://mosquitto.org/

() Eclipse Mosquitto X +

< C @ https//mosquitto.org ® B

(%) mosavitto ECLIPSE —

Eclipse Mosquitto™
An open source MQTT broker

Eclipse Mosquitto is an open source (EPL/EDL licensed) message broker that implements the MQTT
protocol versions 5.0, 3.1.1 and 3.1. Mosquitto is lightweight and is suitable for use on all devices from
low power single board computers to full servers.
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,.C MosquittoZxtw 7w 7

e Raspberry PilZsshAB T A4 V&, apta<T 2k
TA VA L=ILLET,

c ZEOAX U FDN—D 3 VR, Y—EXN

[activelRRE] THMNILINTT ,

# MosquittodD 1> A k—)L
sudo apt install mosquitto mosquitto-clients

# ’r.\/xl‘_)l/ﬁﬁnm\(/ \_/HJyEﬁEnﬂ)
mosquitto --help

mosquitto_sub --help
mosquitto_pub --help

# mosquitto—E RD A T—ARFEE
systemctl status mosquitto
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1 mosquitto MQTT Brokertr—E X,

2 mosquitto_sub  Subscribea< >k,

FEEDLEVOZEERL., Ay
t— 7RI 5,

3 mosquitto pub  Publisha<> kK,
EEDREYDIZ, Avt—D
X189 5,
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@

°Raspberry PilZssh?—=XFJL2DTRTA Y

L. FHFn ZPublisher. Subscriber& LT
AvE—UNERIEFTLET,

{8 Raspberry Pi

mosquitto
(Linux7—%&>)

1.Subscribe 2.Publish

”
7
P v
mosquitto_sub |~ 3. AvE—T mosquitto_pub
(sshZ—=F L) (sshZ2—=F /L)
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j—/
;gﬁ:/
gosh | TR

» mosquitto_subT k E w9 MDEZ1R 2 BAE.
Z D% mosquitto pubTHA Yy t—T % ¥1_
9 5 & . mosquitto subfll[TRRENFET,

$ mosquitto_sub -d -t topic/aitc -h 127.0.0.1 {5 {8l
Client mosqgsub/13382-raspberry sending CONNECT

Client mosqsub/13382-raspberry received CONNACK

Client mosqgsub/13382-raspberry sending SUBSCRIBE (Mid: 1, Topic: topic/aitc, QoS: 0)
Client mosqsub/13382-raspberry received SUBACK

Subscribed (mid: 1): 0

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "hello mosquitto"
Client mosgpub/13385-raspberry sending CONNECT

Client mosqgpub/13385-raspberry received CONNACK

Client mosgpub/13385-raspberry sending PUBLISH (dO, qO, rO, m1, 'topic/aitc’, ... (15
bytes))

Client mosgpub/13385-raspberry sending DISCONNECT
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1.Subscribe

7

(ssh2—=F+JL)
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TC EEMQTT (R HER)

e

1Ti&
vl ’

e AT HROMQTTT 7'') TSubscribe L .
Rapberry Pil 5 PublishLfz A v t—2 &5
ELET,

EES A

@1 Raspberry Pi

mosquitto
(Linux7—E>)

1.Subscribe @
- - T

MQTT7Z 1) _-r
-
_-r. 2.Publish
& A AYyt—

mosquitto_pub
(sshZ2—=F /L)
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ITAHAMQITZ 7)) &4 X I~—)L
x9,

(_
s
C

Android®D A

MQTT Client

MQTTool [ .
Brent Petit MQTT Cl|ent

*hkkk 5.0, 14 OFHE M OTT Webneurons V=L
CLI ENT LEEST - 7TURBASD
[ ELvsoyz kicem 1A=

*kokk 125 8

& Add Broker

Z9U=>23YM  iphone  ipad

MQTTool

MQTTool

MQTTool

Kewpdine intycvul aveonds) Lastwill Message Lastwill Retained

Copyright © 2016 Advanced IT Consortium to Evaluate, Apply and Drive All Rights Reserved.



TC  ==EMQTT (i0S%) .

e MQTTool Z#Z&) L. Mosquitto™~ D iz 7E .
SubscribeDEXTE x> L F£9,

B TE

Subscribei& E

Btz

RETD
S¢HostlE MQTTOOI

SNERH S SO 192.168.128.202 @
* -
*ﬁ '%E T % Port: [EESiSKM Clean Session: .

BIP
@ e MQTTool-528452877

Leave blank for unauthenticated access

username: ([
pessworc:
Connect Save Password D

e~
E& & ’fﬁ Status: Disconnected Disconnect_Requested
2y

@ | 0 2 i) () N ah NI )

Connect Subscribe Publish Stats About Connect Subscribe Publish Stats About

B9
MQTTool _essrrees

Subscribe Clear

Status: Unsubscribed
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* Raspberry PiLH 15 A v t— ZFPublishd %
EMQTTool[TA wE—UAJRIRINET,

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "hello mosquitto" Raspberry Pi

MQTTool

Unsubscribe Clear

Status: Subscribed to: topic/aitc \
oy Raspberry PimioiE{ELT=
Ayt—UHMQTToollZ

E N (W

J
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ATC EEMQTT (Androidfg)

VT ERRETY

@
« MQTT ClientZ#2 &) L. Mosquitto~ D Bk
=X TE . SubscribeMHTE % L 2

VAL

o

Subscribesg E

18:58 19 A OO0 Vd4dr61% 18:59 9 A& © % 19:02 1w & O W4 u61%

19:03 W A T i W4 u60%

Brokers : < Add Broker & Matttest-Edit ] X (] < Matt test - received messages

Long press to edit. Connected to t 16¢

Enabled »

ATCRNEN

Client ID Y

android-mgtt

Nick Name
Matt test

g‘yjo topi/aitc
No Message Received %*E-d- é

Clean Session

Enable SSL
Use SSL for connection CA crt file path . o =L ==
YER
Client ID rEVIZERTE
Use Websockets Client Certificat EQ E"
Use Websockets for connection =] 1opic,’aitg| Qos 0 -
Client Key file
Use MQTT v3.1 SUBSCRIBE
Enable/Disable this option if you are facing
frequent reconnects Client .p12 file >
Choose a client p12 file having client.crt and client.key. If
this is chosen, the client key and client crt chosen abave
Host will be ignored 1
192.168.128.202 ﬁ
1L
= Client Key Password
21— Y q
Port Ex E Client Key/p12 Password
1883

Last-will topic

‘E 7] s‘g\ Username
ul e Last-will Message &% z x ¢c v b nm
7’ Password
"W
%9} ‘ Enter your Password o3 o @ ot I

Last-will QOS

0
N -
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* Raspberry PiLH 15 A v t— ZFPublishd %

EMQTT ClientlTA W E—MRIR IS

Ej—o

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m "hello mosquitto" Raspberry Pi

19:03 M 1 A ® O .4 =60%

€<  Matt test - received messages

Connected to tcp://192.168.128.202:1883

6)
Gooale Pla \~/
Google Pla,

[ZFRIRINT-

Raspberry Pibhr5iE{ELT-
Ayt—IUHMQTT Client

topic/aitc| QoS 0 v

SUBSCRIBE
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oY —MoRBFLET 22 A vE—D
ELTERELFET,

Raspberry Pi
mosquitto
(Linux7T—EY) PR
. oy e
1.Subscribe 3.Publish | 2 51—k 2.8 Y
topic/aitc B R —
4.1*ytE—3
|
[==tT== :
4 i |
mosquitto_sub I 1.Subscribe 227k
(ssh#—=F}JL) :
d [ 4.4 9 E— MQTT
Subscriber T T T T T T = Client
A9) Tk
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%ﬁﬁle

* Python3
e ADOMQTTY 3
A2 R M=)L JZ;47> FE
O~ (0] ) l_}l/

$ sudo pi
pip3in
stall paho-mqtt
Raspberry Pi
y PI




e
o1 T

* DHT11DH U T )L ZEIE L. RIEEIISH
ICAYE—DFFEETAELIITEBELFT,
—example.pyZ 3 E— L T dhtll_example.pyERk
—201T B b ZFRFE 5 Z B0

dhtll example.py

If result.is_valid():
print("Last valid input: " + str(datetime.datetime.now()))
print("Temperature: %d C" % result.temperature)

print("Humidity: %d %%" % result.humidity)
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;gﬁ:/
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 dhtl1l example.py’&%ﬁ LET,
- 6¥ (2  BEOHMENEESINET,

$ python3 dhtl1l_example.py ZEIEA

$ mosquitto_sub -d -t topic/aitc -h 127.0.0.1

Client mosqgsub/13382-raspberry sending CONNECT

Client mosqsub/13382-raspberry received CONNACK

Client mosgsub/13382-raspberry sending SUBSCRIBE (Mid: 1, Topic: topic/aitc, QoS: 0)
Client mosqsub/13382-raspberry received SUBACK

Subscribed (mid: 1): 0
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sl T pREET” .

e 4 3 —2w M EMMQTT BrokerZ 1% L
—C)( “J'lz ~\\§X1_L/c~j_o
XTIy EWWET,

= AR—kT#+> A 3—RYr LD Raspberry Pi
- . o mosquitto
4%22;&531% ( cloud3.aitc.jp ) | wner—e

. MOTT Broker MQTT Broker 3.ERiE @
r _— [ ]
1.Subscribe I
@ 1T 2.Publish

MQTT7 ) P mosquitto_pub
- IAYytE— (ssh2—=F+JL)

/\
(_/Pub\lishf'n':li ]_

Raspberry Pi LD
MQTT Broker
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HTCREMQTT (B —/ GEHER)

e Mosquitto T2 woZ95IZIE. Ty
VDHEETHEIT7AILICEEBR LFET,

$ cd /etc/mosquitto/conf.d B ITT AN DIFRERER
$ sudo vim aitc-cloud3.conf e BRET 7 AIER

~ EXTEaCuh{R ~

$ sudo systemctl restart mosquitto - - - BHEIT 7ML ERBR

connection aitc-cloud3.<& DT IL T 7R yk>
address cloud3.aitc.jp:1883

try private false 51
aitc-cloud3.shigenobu.kondo

topic # out O
topic#in 0




=

TCEEMQTT (—/EER)

a7’ 7

oo T ®
e Mosquitto T2 woZF9 HIZIE,. TUw
VDB ETHREI7AIVICEERLET,

$ mosquitto_pub -d -t topic/aitc -h cloud3.aitc.jp -m “mosquitto direct” @

$ mosquitto_pub -d -t topic/aitc -h 127.0.0.1 -m “mosquitto bridge”

oo MQI I 7 JO IJ @E&E —_— 15552 22 @ [ A © 0 ®4 §76%

< topic/aitc - Received messages

Host : cloud3.aitc.jp
Port : 1833

mosquitto bridge

topic/aitc @
- Not Retained 2019-05-06 15:23:52.585
mosquitto_pub®iE{E LM E mosquitto direct
B52DMAytE—Ih, -
T e topic/aitc
[cloud3.aitc.jp | MO Z{ETE Not Retained 2019-05-06 15:23:34.048
TL\%,
\§
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http://apps.aitc.jp/senior/3.html
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